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Supported vendors & configuration objects Introduction

Introduction

This document shows how to install and use FortiConverter.

FortiConverter is designed to help you migrate your network to Fortinet network security
solutions, significantly reducing workload and minimizing errors. FortiConverter translates
configuration files from other vendors’ firewall products into a valid FortiGate or FortiManager
configuration file. Because the output uses command line syntax, it can either be uploaded as
a configuration file or piped to the CLI.

For additional assistance, please contact fconvert_feedback@fortinet.com.

Supported vendors & configuration objects

FortiConverter can translate configurations from the following vendors and platforms.

In some cases, FortiConverter cannot translate some parts of the configuration because of
dependencies or unsupported syntax and you must manually convert them.

If the number of objects exceeds the maximum valid length for FortiGate or FortiManager,
FortiConverter trims them.

Vendor Models Versions Convertible objects

Alcatel-Lucent Brick v9.x Addresses & Address Books
Interfaces (physical, logical, loop-
back, PPPoE)

Partitions

Services & Service Books
Static routes

Zone rule set

Check Point  SmartCenter NG FP1(4.)to Addresses & Address Groups

NGX Interfaces (Physical, Logical, Loop-
Provider-1 R64/R71/R75/R76 back, PPPoE)
Local Users & Groups
NAT (Automatic & Rule)
Negate Cell

Policies (rulebases.fws)
RADIUS, TACACS+, & LDAP
Rules

Schedules

Services & Service Groups
Static routes

VPN (IPSec)
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Introduction Supported vendors & configuration objects

Vendor Models Versions Convertible objects
Cisco PIX 4.xt08.x ACLs
ASA Addresses & Address Groups
FWSM DHCP Servers
DNS Servers

Interfaces (Physical, Logical, Loop-
back, PPPoE, Tunnel)

IP Pools

Local Users & Groups

NAT (including Object NAT and
Double NAT)

RADIUS, TACACS+, & LDAP
Services & Service Groups

Static Routes

Time Ranges

VPN (IPSec, PPTP/L2TP, EZVPN)

10S 10.x to 12.x
15.x

Juniper SSG ScreenOS/JunOS  Addresses & Address Groups &
5.xto 6.x FQDNs
DHCP Servers & Clients & Relays
Interfaces (Physical, Logical, Loop-
back, PPPoE, Tunnel)
Static Routes
Services & Service Groups
Policies
VIPs/MIPs
NAT
IP Pools
VPN (IPSec, PPTP/L2TP)
Local Users & Groups
RADIUS & LDAP
Zones

SRX JunOS 10.x, 11.x, Addresses & Address Groups &
12.x FQDNs

DHCP Servers & Client & Relay
Interfaces (Physical, Logical, Loop-
back, PPPoE, Tunnel)
IP Pools
Local Users & Groups
NAT
Policies
RADIUS & LDAP
Services & Service Groups
Static Routes
VIPs/MIPs
VPN (IPSec, PPTP/L2TP)
Zones
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Licensing Introduction

Vendor Models Versions Convertible objects

Palo Alto PA PAN-OS 1.xto6.x Addresses & Address Groups &
Networks FQDNs

Interfaces

Local Users & Groups

NAT (partial)

Policies

Schedules

Static Routes

Services & Service Groups

Zones
SonicWall NSA SonicOS Enhanced Addresses & Address Groups &
Serials 5.x FQDNs

DHCP Servers & Clients & Relays
Interfaces (Physical, Logical, Loop-
back, PPPoE)

Local Users & Groups

NAT

Policies

Schedules

Services & Service Groups

Static Routes

Zones

Licensing

The free-license FortiConverter software has the following limitations:

« No fine-tuning feature, which allows you to manually adjust migration settings and
review the result of your changes before you generate an output file.

« Conversion output is limited to 100 lines of CLI configuration. You can view the full
conversion, but the software saves only 100 lines in the output configuration file.

« SonicWall conversion is not supported

After you purchase and upload a license, FortiConverter is unlocked and these limitations are
removed. Your paid license entitles you to any new versions of FortiConverter that Fortinet
releases until the license expires.

For more information, see "Uploading the license" on page 11

System requirements

FortiConverter requires one of the following operating systems:
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Introduction System requirements

o Microsoft Windows 8 (32-bit or 64-bit)

o Microsoft Windows 7 (32-bit or 64-bit)

« Microsoft Windows Vista (32-bit or 64-bit)
o Microsoft Windows XP (32-bit)

In addition, FortiConverter requires .NET Framework 4.0. If it is not already installed on your
computer, the FortiConverter installer prompts you to download and install it.

A web browser is required to view conversion reports.
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What's new

What's new

The following list contains features that are new or enhanced for FortiConverter™ 4.5.

Palo Alto Networks firewall conversion — FortiConverter can now convert a Palo
Alto Networks firewall configuration to a FortiOS configuration. See "Supported
vendors & configuration objects" on page 5.

Batch mode for retail branch conversion — You can now convert a group of firewalls
using a single operation. See "Using retail branch batch conversion mode" on page 27.

Automatically check for updates — You can configure FortiConverter to automatically
check for software updates. See "Updating the software" on page 13.

Configurable policy index values — You can now select the initial policy number that
FortiConverter uses in a converted configuration. See "Fine-tuning" on page 33.

Output file directory — FortiConverter now saves converted configurations as files in
a directory with the name of the input file. If subsequent input files have a different
name, it preserves any previous output files.

FortiConverter™ 4.5
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Installation Installing the software

Installation

Installing the software

To download the FortiConverter installer from the Fortinet Technical Support web site, go to:

https://support.fortinet.com
To install FortiConverter
1. Double-click the FortiConverter installer executable (.exe).

If your computer does not have Microsoft .NET Framework 4.0, you are prompted to
install it.

FortiConverter.exe - .MET Framewaork Initialization Error S
J— —

I.-”"_"\-.I Teo run this application, you first rust install one of the following
S versions of the MET Frameworlk:
METFramewaork, Version=v4.0

Would you like to download and install METFramewark, Version=v4.0
now?

Yes Mo

2. To proceed with the installation, click Yes and then download the software framework
from Microsoft’s web site.

3. To continue the installation, read the license agreement, select | accept the terms of
the License Agreement, and then click Next.

4. If youwant to install the program in a location that is different from the default one,
click Browse and select the directory.

5. Click Next.

6. Select the Start Menu folder that you want to add the program shortcuts to, and then
click Install.

7. Click Finish to exit the FortiConverter installer.

10 Revision 1 Fortinet Inc.
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Uploading the license Installation

Uploading the license

By default, FortiConverter is installed with a limited, free license. If you have purchased an
full license, upload it to unlock the complete feature set.

To activate the license

1. Tostart FortiConverter, double-click its shortcut.

B

FortiConvert

=1

2. Click License Activation.

e
CISCO

Start Cisco to FortiGate Click to Start Alcatel-Lucent to FortiGate

Coming Soon Start Snort to FortiGate

Start SonicWall to FortiGate License Activation System Setting

If the license is already activated, the License Activation square is not displayed. To
access License information, click System Setting, and then click the License tab.

3. Click the License tab.
4. Copy the Machine Code value to the clipboard.

FortiConverter™ 4.5 Revision 1 11



Installation

Uploading the license

S

amm = | x

5% FortiCONVERTER v4.5 Trial

Do tohome [EJGo tohelp [EExt [ How tobuy

About ui  Liconss  Updats

A tiation Stabut | Trial
Agtevation Dats -
[ Miachine Code : DN VMEFC-MEDIB-ITMDE-ILEAA ]
Licere File | Selaet
Orece you hawve prarchased a licere, you can sign in to hiSpesepport Sortimet com to download the Boense file

In a web browser, go to the Fortinet Technical Support web site:

https://support.fortinet.com/

Enter your machine code to activate and download your FortiConverter license (.lic
file).

In FortiConverter, on the License tab, click Select and navigate to the .lic file to
select it.

Click Activate.

FortiConverter validates the license file and changes the value of Activation Status
from Free to Activated.

12
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Updating the software Installation

£2% FortiCONVERTER v4.5 —-—

D cotohome [EGo tohelp [El Bt

Activabicn Statug : Astrvated
License Expere Date: 2015-1000
Activation Data !
Machine Code : D N-VIEFS-MED3E-ITHDE-ILERA
License File: LA PregiamDets’ Forteet\ Foml corvaner Licenselic Selact

Once you huse purchased o Boende, you can sign i o hispe /' 2 ot o to downlaad the Eoende file.

Your license is valid for all FortiConverter software updates released until the Expire
Date value.

After the license is activated, to access the expiry information, on the home page,
click System Setting, and then click the License tab.

Updating the software

Your FortiConverter license is valid for all software updates released until it expires.

You can check for and install software updates manually or configure FortiConverter to
automatically check for updates each time you open the application for the first time that day.

To check for software updates

1. Onthe home page, click System Setting,

2. Optionally, to review the expiry date for your license, click the License tab.
3. Click the Update tab.
4

Optionally, to have FortiConverter automatically check for updates when you open
the application for the first time that day, select Auto check and update.

5. Tomanually check for updated software, click Go!.

FortiConverter displays a message that the software is up-to-date or that an update is

FortiConverter™ 4.5 Revision 1 13



Installation Updating the software

available.

6. If an update is available, confirm that you want to download it.
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Downloading the source configuration files Conversion

Conversion

FortiConverter provides wizards that convert configuration files from a specific vendor to
FortiGate or FortiManager configuration files. After you input information about your previous
vendor's configuration files, you can preview and fine-tune the conversion before you output
the final FortiGate or FortiManager configuration file.

Downloading the source configuration files

Before you start the conversion wizard, download your existing configuration to the computer
where FortiConverter is installed. Procedures vary by vendor.

Some vendors divide the configuration into multiple files, so make sure that you download all
files.

Alcatel-Lucent

FortiConverter provides a Perl script for downloading Alcatel-Lucent Brick configurations.
To access the Alcatel-Lucent configuration download script

1. Onthe FortiConverter home page, click the Alcatel-Lucent square.
2. Onthe Start Options page, click Next.
If you are using the wizard to retrieve the download script only, use the default

settings for this page. You can restart the wizard later after you have the file and are
ready to perform the conversion with the appropriate settings.

3. On the Source Configuration Selection page, click How to get configuration.
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Conversion Downloading the source configuration files

="= FortiCOMVERTER v4.5

[ Ga 1o home [ Go 1o help | [C] Exn Lucent Demo
E&nm Opticns

[ How to get sonfigurstion ]
iw‘iehh!i‘.imidﬂﬁm

Sovunce Coonfaguration File

Browe.

The Windows folder that contains the Perl script and the documentation for using it
are displayed. Follow the instructions to run the Perl script and output the source
configuration as a set of directories.

Check Point

To acquire the configuration, download the following files:

« Object definitions — ‘objects_5_0.c¢’ (Check Point NG/NGX) or 'objects.c' (Check Point
4.x) contains the firewall’s object definitions. To convert from Platform-1, ‘mcss.c’
contains the MDS hierarchy files.

« Policy and rule definitions — “*.w’ or ‘rulebases_5_0.fws’. The file name is <rule>.W
(default Standard.W). or rulebases_5_0.fws. They are located in the directory "
[SmartCenter]\fw1\conf\".

« Route information — Helps FortiConverter to correctly interpret the network topology
being converted. To get this data, enterthe route print command, then copy and
paste the output into a plain text file. Codes in the output indicate if the route is a
directly connected interface, a host route, a network route, and so on. The output
varies by the platform.

« Userand user groups file — fwauth.NDBx

Juniper

To obtain the configuration, use one of the following methods:

16
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Using the conversion wizard Conversion

« Inthe web Ul, go to Configuration > Update > ConfigFile.

o Using the CLI, paste the output of the get conf command into a plain text file.

Palo Alto Networks

In the web Ul, go to Device > Setup > Operations, and then click Export named
configuration snapshot.

SonicWall

To download the configuration (*.exp file), in the web Ul, go to System > Settings > Export
Settings.

Using the conversion wizard

FortiConverter guides you through the conversion process and automatically migrates as
much of the source configuration as possible. After the initial conversion, you can review and
fine-tune the results manually before you export the final FortiGate or FortiManager
configuration file.

The following steps illustrate a conversion using a Check Point firewall, which in most cases
is similar to converting firewalls from other vendors. However, to convert a Check Point
Provider-1 configuration, see "Using the conversion wizard with Check Point Provider-1 files"
on page 23.

After you have specified the source configuration, but before you navigate to the Conversion
Result page, you can return to a previous step in the wizard by clicking its name in the panel
on the left side.

You can also use the Retail Branch Batch Mode option the wizard to convert a group of
similar source configurations in a single operation. The page where you select this option
depends on the type of configuration. For more information, see "Using retail branch batch
conversion mode" on page 27.

To migrate your configuration

1. Onthe FortiConverter home page, click the square for the appropriate vendor.

2. Inthe Start Options page, complete the settings as required.

FortiConverter™ 4.5 Revision 1 17



Conversion Using the conversion wizard

- mox

="= FortiCOMVERTER v4.5 )

[ Ga 1o home [ Go 1o help | [C] Exn ChackPoing |_| Demo
- »
& SesCerted Pronded=1
Chutpast F ot
@ FoetiGiate Festiblanager

Chutpud 5 ¥ ermon

wix & vix

Conwerson O phee
#| Dric i unieterensed hngwall ckpsct | St iy COAENE woth TEUTE Conhg e
Comen Day in Monsh® to "One Teme Schedule’ for et |1 = ynans Suto generaie palicy interfaces
Chatput Directory
CForti orvverterOutpit Breewie.

For example, specify your old firewall or centralized management model, whether the
output is for FortiGate or FortiManager, whether or not to discard unreferenced
objects and comments, and the directory where you want to save output files.

You can also define how to handle the “Day in Month” setting on Check Point
firewalls. Check Point firewalls have a time object that specifies days of the month,
which does not exist on FortiGate. By default, FortiConverter creates FortiGate one-
time schedules for a year — one schedule per date. You can specify that
FortiConverter creates more than one year of schedules, or select 0 to create no
schedules. For more information, see the Check Point section in "Understanding your
new configuration" on page 37.

3. Click Next.

4. Browse to the configuration files that you obtained earlier to select them.
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Using the conversion wizard Conversion

="% FortiCONVERTER v4.5 -

[ Ga 1o home [ Go 1o help | [C] Exn CheckPoing | Demo
E'SMI‘. Oiptions

Plesse select the domaing which you want to convert and input config fles
Nw-‘ﬂwm Configuraten =]

5. Click Next.

6. Onthe Policy Content Selection page, select one or more policy packages to convert,
then click Next.

7. If you are migrating from Check Point, on the Firewall Selection page, select the
appropriate model.

Check Point can store multiple firewalls in the object definition file.

If the configuration file that you downloaded contains only one model, you may not
need to select anything.

FortiConverter™ 4.5 Revision 1 19
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Using the conversion wizard

£-% FortiCONVERTER v4.5

[ Ga 1o home [ Go 1o help | [C] Exn

:: Start Options.

Dermgin Sounte Configuratess
-!M-I-crtollachoﬂSHotb-m

Eﬁn—‘iﬂ:ﬁm

Flease selock the Tinewall whnich veu want 1o Coermert

Arman_Eabesry
Contrachor Gateway
Diallas_Gabeway_primary
Dallys Rados
Internal Gabeway
Madrid_Gabeway
Primary_Management

o UTM:1=Cluster-Prisnary- Member
glocal_Geteway_of_Good-Bank

Berlin_Gatewsy

Dallas Gabesary_ Communty
Diallas_Gateway_secondary

Dallas Windowalomantontioller
Laeal Gabeway

MY Gatewvay

Tolkyo_Gutesy

ghateawyl_of Good-Bank

RELSil Bamnoh Ebon Mg

Budapest_Gatewsy
Dallars_Gaieaary, chrer
Diallars_InternaliehSenver
Dallas_drifributicn_perves
Landea Galewiy
Paris_Gateway
UThA-1-Cluster

gaatewnyl_of Good-Bank

0ol Plepde wodond niate e for pplecind Seewall [ute Bhe "RetTtat -nr” of Sther domrmand 1o Get the miomraticnl

Browse...

For Check Point, if your source configuration files include a route information file,

click Browse to navigate to the file and select it.

For more information on creating the route information file, see the Check Point
information under "Downloading the source configuration files" on page 15.

Click Next.

Specify the new names for the Check Point, Cisco, Juniper, or SonicWall network
interfaces on your FortiGate firewall.

20
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Using the conversion wizard

Conversion

E-F FortiCOMVERTER v4.5

-

D60 tohome [ Go tobeks | E] Exit ChorkPoint
F Fipical Enterface Mapping
] o Opticma Please chick e T
I‘} Diarrisiss Senarte Corifiquention Hame P Hefmask Bhas Saus FiG Porl
a1 23480 HE IS5 550 o el
Fnl(ywlenmmnm Iriemal o TE HEMEMED - il
Essamal 1267 52482940 - -
EFNM Sebex tion.
mwmm
10. Click Next.

11. If there are logical interfaces such as VLANSs or loopback interfaces defined in the
configuration that you are converting, verify their conversion. To correctly interpret the
direction of rules and interfaces, add routing information.

FortiConverter does not include temporary routes in the final configuration.

Z°% FOrtiCONVERTER v4.5

[ Ga to hame ] Go ta help | [E] Exn CheckPoing
Wi 5tart Options Rowte laformation
{} Hebwardk Metmask Galkway InbEristd
Dgan i FRSE
EERReLISS BE1511125 255,255,355 255 an0n wnSh
m-c,-r:mocmmum TLIT 220 255 255 355 240 T2 17 HR25) 1
21870 252552550 T2 17 M558 el Bl
E Firewsl Salection 172150 255258 2550 172179250 e
172370 255255 255.0 T2 HEIS el
E Physcal Interface Mapping LN M7 2EI55 150 T35 el M
WLIIND 295255 2540 2T 925 w0
Emm LA 255560 VTR ITH0.253 W
LTI 00 V2922 w20
g B Deleie
12. Click Next.
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Conversion

Using the conversion wizard

13. If you are converting Cisco IPSec Phase 1 and Phase 2 definitions, enter them
manually. FortiConverter cannot convert them automatically.

£.% FortiCONVERTER v4.5 -
1 Go to heme [l Go to help | [E] Exit © Cheo
i VPN Phae?
i ot Optoms Please click the T
Sm.r:e{oﬂﬂq.ni‘.iclﬂiduﬁnﬂ Hame Friariy Cynamic Peer trterface IME Phasel
m Physcal Interface Mapping -

1o 0 172162100 FasBihemetil  [7
E\lbﬂm-dnmphuk bt n 1TE162100 FastiEthemetil" 7

E Foutt Infernaten
EWM

14. Click Next.

2" FortiCONVERTER v4.5 _ o
[ Ga to hame ] Go ta help | [E] Exn CheckPoing + De
E“"": . | General Comnraion Sasiies
7 Type Message Rem Humber
w“""““""“"‘”“ Vendor Checkpaint Irterface 3
Ewcdmmmm Rt bt Eats, Zou 0

Cutput Farmat ({1 Addness TE
E e Address Group 20

viP 3
m Physical Interface Mapping PPool 2
E Route Information R
Remgve unreferenced address ipmask object Contractor_network

mmm Remowe unreferenced address pmask objec Corporate-mail-server

Remove wrelerended address ipmask chject Dallas_Gateway_Community-qfed-192.0.2.199
Remove unreferenced addness ipmask object Dallas_Gateway_ Commurity-qfel -192.168.130.199
Remove anreferended address ipmask cbject Dallas_MEZ
Remove wnreferenced address ipmask object Dallas_RADIUS
Fmowe unreferenced address ipmask object Dallas_ RAS_IP_pool
Remove unreferenced address ipmask object Dallas WindowsDomainController-gh -152.168.130.124
Remove unreferenced address ipmask object Dallas_distrbution_server-gfed-172.31.2553
Remove unreferenced address ipmask object Dallas mail2

“Cﬁmﬂuw Ofﬂ-.nhrmg E’ Go 1o Repan

|

15. Do one of the following:
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Using the conversion wizard with Check Point Provider-1 files Conversion

o Click Go to Report to see a summary of the conversion, including objects that the
wizard did not convert. For more information, see "Viewing the results of your
automatic conversion" on page 32.

« Click Go to Tuning to adjust the converted settings before you generate the final
output configuration. For more informatinon, see "Fine-tuning" on page 33.

« Click Go to Output to view the final converted configuration files.

Using the conversion wizard with Check Point Provider-1 files

Conversion from a Check Point Provider-1 is different from other types of configuration
conversions.

To migrate your configuration

1. InFortiConverter, click Check Point to FortiGate.

2. Inthe Start Options page, complete the settings as required.

For example, specify your old firewall or centralized management model, whether the
output is for FortiGate or FortiManager, whether or not to discard unreferenced
objects and comments, and the directory where you want to save output files.

- - 0O x

="= FortiCOMVERTER v4.5

[ Ga 1o home [ Go 1o help | [C] Exn ChackPoing |_| Demo
— :
'St.lleubmu M kel
SenantCented @ Prondesl
Chutpast F ot

& Fostiblanager

Chutpud 5 ¥ ermon

& vix
Conwerson O phee
#| Dric i unieterensed hngwall ckpsct | St iy COAENE woth TEUTE Conhg e
Comen Day in Monsh® to "One Teme Schedule’ for et |1 = ynans Suto generaie palicy interfaces
Chatput Directory
CForti orvverterOutpit Breewie.

You can also define how to handle the “Day in Month” setting on Check Point
firewalls. Check Point firewalls have a time object that specifies days of the month,
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Conversion Using the conversion wizard with Check Point Provider-1 files

which does not exist on FortiGate. By default, FortiConverter creates FortiGate one-
time schedules for a year — one schedule per date. You can specify that
FortiConverter creates more than one year of schedules, or select 0 to create no
schedules. For more information, see the Check Point section in "Understanding your
new configuration" on page 37.

3. Click Next.
4. Onthe MDS Source Configuration page, browse to the configuration files that you

obtained earlier to select them.

=% FortiCONVERTER v4.5

[ Go o home [ Go 1o help | [E] Exis CheckParg | Demo

Emﬂcp""" Hiicsmschy Deldion Fles

M5 Seurnce Cenfiguration

Global Policy Definition Fies

Global Policy Acsignment File [ e.g. ~\mdsioptCPmds-R7 Suconfmdsdie) customen |

5. Click Next.

Because MDS files can be very large, if the loading process takes more than a few
seconds, a progress indicator is displayed.
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Using the conversion wizard with Check Point Provider-1 files

Conversion

6. Select which component in the MDS file to convert.

7.
8.

9.

2"% FortiCONVERTER v4.5

[ Ga ro home [ Ga 1o help | [E] Ex CheckPaing ~
[ strt Options Fhokit sehect the DS which vou wistt b comvert
MD5 Source Configuraticn & Manpgerant:Server-Logs Mansgemaent-Server] Maragemaent: Server? =
Mamagement-Serverd =
mumsdm
wm;wmmsﬂ«m
Mt
Click Next.
Select which collections of global policies to convert.
S2% FortiCONVERTER v4.5 = 1=
CheckiPaing

[ Ga 1o home [ Go 1o help | [C] Exn

o .
Start Options
= Fleade select the gy Sollechond whet b vl WA 18 L8t

Musm-nw-gmnm o Rmndard Giebal_Poley | “Sevgle_Glebal_Puoley™

EMD& Selection

Gﬂ'ﬁmﬁmm

Click Next.
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Using the conversion wizard with Check Point Provider-1 files

10. Select which domains to convert.

2.5 FortiCONVERTER v4.5

[ Ga ro home [ Ga 1o help | [E] Ex

EMW

MDS Seurce Cenfiguraticn

EMD& Selection

Wpﬂn’:dk{w#«m

mm.m

Please select the domaing which you want to convert and input config filex
B[] SmactCenter
- Cext Defnabicn Fle (obecti 5 000
demna\ CPProvider-1\midshoptiCPeds- FTE cuntomen\ domain-1_Manasgerment_Served\ CPpute-RIE

- Policy Informaticn File (Standaed. W or rulebases 5 _0.Fws)

demna CPProvider -1\ mdshopthCPrds- PG customen i doman-1_Management_Served\ CPpuite-RIG fud

D [Opticnal] Ueer sndl Lier Groups File [fwsuth. NDE)

11. Click Next.

12. Select which policies to convert from the domains that you selected.

£.% FortiCONVERTER v4.5

[ Ga 1o home [ Go 1o help | [C] Exn

E'Sudonﬁmu

MO% Sounge Configuraticn

w’db& Selection

Glohdﬁﬂq'tulktﬁmsdubm

(}_‘j (Demain Source Configuration

rﬁmm

Pleae select the policy collections which yos want to convert:

0 SmurtCenter
. star_local w3
+ Standard
41 star_local
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Using retail branch batch conversion mode Conversion

13. Click Next.

e

2.t FortiCONVERTER v4.5

[ Ga to home [ Ga 1o help | [E] Exi CheckPoint
ESMI‘. Options Gerieral Converson Statisicy
Type Message Bem Mumber

WD Source Ceefiguration Vendor Checkpoint [Glabal] Address [
mummum BN ooy False (Global] Address Group (]

Ontpan Fonmat FIGR [Slabal] v L]
C‘lvb\llpq-lrrl:ollﬁllw Selection [Global] PPaal []

|Clobal] Service o
@m-'\'&mue Configuraton [Shabal] Service Group L]
Ampe
E’Hc;‘(cﬂubeﬂfnﬂ«hcﬁ —ot
Incomplete domain node enter_,_,_Telco-TNC

m Conversien Result Incomplete domain node Logiener_For_Teloo-INC__ Teloo-INC

Incomplets domain node SmantCenter_For_Good-Bank,. . Good-gank
Incomplete domain node SmartCenter_For_Small-Arplanes_._._Small-airplanes
Emipty BADS Managemant-Sarvers, unable to find any domain inside
Empty MDS Managemant-ServerS, unabile to find any domain iside
Remove wnreferanced address ipmask object RadiusHost
Remove unneferenced address ipmask object TacacsHost
Remave unreferenced service TOP/UD® object gaOL
Famove unreferenced service TCR/UDR object gaP-Defender

q- G o Chuitpaat O G v Tumang E Gt Repoat

14. Do one of the following:

« Click Go to Report to see a summary of the conversion, including objects that the
wizard did not convert. For more information, see "Viewing the results of your
automatic conversion" on page 32.

« Click Go to Tuning to adjust the converted settings before you generate the final
output configuration. For more informatinon, see "Fine-tuning" on page 33.

« Click Go to Output to view the final converted configuration files.

Using retail branch batch conversion mode

In the retail industry and other sectors, enterprises often deploy the same firewall
configuration at a large number of remote sites. Instead of converting each site individually,
the FortiConverter Retail Branch Batch Mode option allows you to use the wizard to convert
all these sites in a single operation.

Typically, these firewall configurations have one or two network interfaces that connect to a
WAN and differ only in the specified LAN and WAN IP addresses, the device name, and a
few configuration objects.

Because the batch mode converts the specified group of configurations to a FortiGate
configuration with a standard interface mapping, it requires that all the source configurations
have the same number of network interfaces. The wizard applies the FG Port values that you
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Conversion

Using retail branch batch conversion mode

specify in the wizard's physical port mapping settings to all the output configurations. If any
of the source configurations you select have a different number of interfaces, the wizard
displays an alert.

Most of the conversion wizard steps are the same as when you convert a single
configuration. However, the fine tuning feature you can use to edit the conversion
configuration is not available in batch mode.

If any of your sites has a unique configuration or needs to be customized (for example, a
firewall at the head office), do not use the Retail Branch Batch Mode option. Instead, see
the instructions for converting a single configuration. (See "Using the conversion wizard" on
page 17.)

Batch mode for Cisco, Juniper, Palo Alto Networks, and SonicWall firewalls

To enable batch mode when you convert Cisco, Juniper, Palo Alto Networks, and SonicWall
firewalls, on the wizard's Source Configuration Selection page, select Retail Branch Batch
Mode.

Click Browse to navigate to and select the configuration files. You can select multiple files.
The wizard displays the selected files in a single line in the Source Configuration File field.

"5 FortiCONVERTER v4.5 -

:;_):f;'Go to home »g Go to help | I:;.j_'f.Exil d i Cisco [ |Demo

|
StartOpt\Dns

Source Configuration Selection

[¥] Retail Branch Batch Mode

Source Configuration File

E_C:\Users\a( how\Dropbox\FortiConverter\TestFiles\Batch'\ Ciscotiosl_L.tet C:\Users\a(how\-i

All other steps for using the wizard at the same as when you convert a single configuration,
except for the Conversion Result page, which does not display the Got to Tuning option.
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Using retail branch batch conversion mode

Conversion

E°5 FortiCONVERTER v4.5

[ Go to home [l Go to help | [E] Exit Cisco
Type Message tem Number i
Source Configuration Selection Vendar o it
m Physical Interface Mapping Btcly Moce e “obe
Qutput Format FGT Address 11
VLan ot et Address Group
VIP
E Route Infermaticn PPool 0 -
EVPN Bhac | Attention |
Line 11 : Unable to convert keyword "subnet-zero" &
m(kmversion Result Line 16 : Unable to convert keyword "audit” l
Line 17 : Unable to convert keyword "audit”
Line 68 : Unable to convert keyward "duplex” for interface "FastEthernet0/0"
Line 69 : Unable to convert keyword "speed" for interface "FastEthernet0/0"
Line 84 : Unable to convert keyword "duplex” for interface "FastEthernet0/1"
Line 85 : Unable to convert keyword "speed" for interface "FastEthernet0/1"
Line 91 : Unable to convert keyword "duplex” for interface "FastEthernet1,/0"
Line 92 : Unable to convert keyword "speed" for interface "FastEthernet1/0"
Line 96 : Unable to convert keyword "classless”
Line 100 : Unable to convert keyword "http" -

o to Cutput

E’ Go to Report

For batch conversion, the wizard saves each configuration file in its own directory in the

output directory.

File Edit View Tools Help
Organize Include in library + Share with =

W Favorites Mame

Bl Desktop Jiosl 1
4 Downloads 1 iesl 2
%# Dropbox ,iosl 3
"] Recent Places = ) iosl 4
I J iosl 5

= Libraries J ios1 6
|j Documents
il FTP
Jﬁ Music
[E5] Pictures
gﬂ Subversion

B videos

6 items

Burn New folder

Date modified

9/19/2014 11:03 AM
9/19/2014 11:03 AM
9/19/2014 11:03 AM
9/19/2014 11:03 AM
9/19/2014 11:03 AM
9/19/2014 11:03 AM

Batch mode for Alcatel-Lucent and Check Point firewalls

Type

File folder
File folder
File folder
File folder
File folder
File folder

For Check Point and Alcatel-Lucent firewalls, batch mode can convert multiple firewalls
within a configuration. You select the same input configuration and output settings as when

FortiConverter™ 4.5 Revision 1

29



Conversion Using retail branch batch conversion mode

you convert a single configuration. Then, on the Firewall Selection page (Check Point) or
Device Selection page (Alcatel-Lucent), select Retail Branch Batch Mode.

FortiCONVERTER v45

&

Go to home Go to help | [E] Exit

CheckPoint ~ [

Start Options

i

N

# | Demain Source Configuration

E Policy Collection Selection

rewall Selection

Please select the firewall which you want to convert:

[7] Amman_Gateway

[] Contractor_Gateway
[] Dallas_Gateway_primary
[] Dallas_Radius

[T] Internal_Gateway

[] Madrid_Gateway

[7] Primary_Management

[] UTM-1-Cluster-Primary-Member

[[] Berlin_Gateway

[] Dallas_Gateway_Community

[] Dallas_Gateway_secondary

[] Dallas_ WindowsDomainController
[[] Local_Gateway

[] NY_Gateway

[] Tokyo_Gateway

[] gGatewayl of Good-Bank

Retail Branch Batch Mode I

[ Budapest_Gateway

[C] Dallas_Gateway_cluster

m,

[] Dallas_InternalWebServer
[] Dallas_distribution_server
[7] London_Gateway

[] Paris_Gateway

] UTM-1-Cluster

[7] gGateway2_of Good-Bank

[7] glocal_Gateway_of_Good-Bank

[Optionall Please upload route file for selected firewall {use the "netstat -nr" or other command to get the information):

| | | Browse... | ‘

Select the firewalls to convert. Batch conversion requires that all the firewalls have the same
number of network interfaces.

&_= FortiCONVERTER v4.5 B

[ Go tohome [ Go tao help | [E] Exit CheckPoint | Demao

r Domain Source Configuration
J I

n Policy Collection Selecticn
E Firewall Selection

Retail Branch Batch Mode
Please select the firewall which you want to convert:

Amman_Gateway Berlin_Gateway Budapest_Gatewey

[7] Contractor Gateway [ ] Dallas_Gateway Community ] Dallas_Gateway cluster

n

7] Dallas_Gateway_primary [ 7] Dallas_Gateway_secondary [7] Dallas_IntemalWebServer

[] Dallas_Radius [] Dallas_WindowsDomainController [ Dallas_distribution_server

[7] Internal_Gateway [] Local Gateway [] London_Gateway

7] Madrid_Gateway [] NY_Gateway 7] Paris_Gateway

[] Primary_Management [] Tokyo_Gateway [] UTM-1-Cluster

[] UTM-1-Cluster-Primary-Member ] gGatewayl of Good-Bank [[] gGateway2 of Good-Bank

[7] glocal_Gateway_of_Good-Bank

[Opticnall Please upload route file for selected firewall {use the "netstat -nr" or other command to get the information):

[ | e ]|

30 Revision 1 Fortinet Inc.



Using retail branch batch conversion mode Conversion

All other steps for using the wizard at the same as when you convert a single configuration,
except for the Conversion Result page, which does not display the Go to Tuning option.

2”2 FortiCONVERTER v4.5 -0

[ Go tohome [ Go to help | [E] Exit CheckPoint | | Cemo
StartOptions [Geneal {Converson sstiscs
f Type Message Ttem Number &
Dumm Source Configuration Vendor Checkpoint Thiertace 2
i = Batch Mode True Zone 0
Policy Collection Selection
Output Format FGT Address 80
E Firewall Selection Address Group 2
VIP
Physical Interface Mapping 1PPool 2 s
(Attntion]
E Route Information ey
Remove unreferenced address ipmask object Contractor_network it
m(;o,wer;;m Result Remove unreferenced address ipmask object Corporate-mail-server L

Remove unreferenced address ipmask object Dallas_Gateway Community-gfe0-192.0.2.199
Remove unreferenced address ipmask object Dallas_Gateway Community-gfe1-192.168.130.199
Remove unreferenced address ipmask object Dallas_MZ
Remove unreferenced address ipmask object Dallas_RADIUS
Remove unreferenced address ipmask object Dallas_RAS IP_poal
Remove unreferenced address ipmask object Dallas_WindowsDomainConfroller-elx1-192.168.130.124
Remove unreferenced address ipmask object Dallas_distribution_server-gfe0-172.31.255.3
Remove unreferenced address ipmask object Dallas_mail2

Remnus ninrafarenrad addre<c inmack nhierct 150 nat

q_-', Go to Output E’ Go to Report

For batch conversions, the wizard saves each configuration file in its own directory in the
output directory.

’ .. » Computer » 05(C:) » FortiConverterOutput » Output » - Search Qutput P

File Edit View Tools Help

Organize = Include in library = Share with = Burn MNew folder @
# Dropbox = Mame Date modified Type Size
=l Recent Places ; ;

1. Amman_Gateway 9/19/2014 11:35 AM  File folder

e o i | Berlin_Gateway 9/19/201411:34 AM  File folder

7 Libraries . )

; | Budapest_Gateway 9/19/2014 11:34 AM  File folder
G Documents :
o7 .. Contractor_Gateway 9/19/2014 11:34 AM  File folder
il FTP o - :
J’ i | Internal_Gateway 9/19/201411:35 AM  File folder
usic
it e . Local_Gateway 9/19/2014 11:35 AM  File folder
|&=| Pictures 3 . :
= . Lendon_Gateway 9/19/2014 11:35 AM  File folder
:gﬂ Subversion - -
] | |\ SmartCenter 9/19/2014 11:17 AM  File folder
E Videos :
1M Computer

&, os(c)

& items

FortiConverter™ 4.5 Revision 1 31



Conversion Viewing the results of your automatic conversion

Viewing the results of your automatic conversion

To see a summary of the conversion, including objects that FortiConverter could not convert
(and therefore require fine-tuning or manual conversion), on the Conversion Result page, click
Go to Report.

FortiConverterdisplays the summary of the conversion in your web browser.

| pen-comanaiiond x )

& h ey Oy FortilomverterCutputOutput UTM- 1-Cluster- Primary -Memben TG T report-comerted himl g ﬂ =
Chechpoint SmartCenter to FortiGate = conflg syites Interfale i
Chieckpoint UTM: |-Cluster-Primary:  PHYSICal Interface nit portd
Mambar SHT WO POOT

Hams 17 Meimeank link Stakus #at allowsciais ping hetpi dih iemp h
+ Corwerted Lani 10,191,245, 1724 v sat p 10.200.149,1 295,295.255.0
* Ungonyerted TAL set type physical
Inteenal TRTAL LT w Lur sratus o
Eatemal 17E30.46. 167724 w AT
wdit portd
Address sei widom root
. S4T allowaciess D!l't heEgs 33k sAEg h
Mame bt { Hangr/§ G0N et ip 10.7.42,1 P55, 255.295.0
Ameeges datewyy-ofed 173 16010 172.18.10.1/32 sS4t Typd physical
r 0T STATUS up
Ameman Gatemaralel 182.0.220 B
193.0.2.70012 at
AMTn. netik 17216100024
Beilin_ Gatenas-afed-10.100. 102250 10.100.102.254/32 adie pered
ret wdom root
ol Gatevyeeale]-192.188.203.1 10E1E4.100.2/%2 set allowaccess pisg hitps ssh semp h
[ 1921681024912 20t 4p 172.19 46,167 255_355.155.8
Betin_retectk 192.164.102.0/74 sak type physdeal
SET STATUS o
Buidaset Gabindihrel- 271020 172,36 13173 —
Bt Gotewkled LPLIS8.02.0 182.168.02.1/00
[reTer 1FLI6. 104 o
Chidigs Fel itk FETET T RET ) esnflg Fireuall address
Comtractes Gateras-afed-10.70.41.2 = f - -
. Hhsaan . edlt “Reman_Geteway-gfed-171,16,11,1
Eapiracier Gaterac-olel-132.180.20.4 SRLIML 1052 st swbnet 172,16.10.1 255.355.255.25
[T ] raxt
Dialles DHE L02.168. 14,0024 edit “Smman_Gatewsyegiel-192.0,2.20°
Dl Gatem iy comars-hived 1920 2 353 162.0.2.283702 set swbnet 1500330 FEE_255.355. 255
Dallis Ciaberras crinpr-ofel-192, 168 130 287 1931500 M0.350/02 et
Rlalics Glewke primars-afed-10.10.101.353 200101500 wdlt "Amman s twork”
Dalas Gtk oriman-ofel-192.168.34.28) 19LAERAIENT2 £4% duknat 172.16.10.8 55,255 1558
T P — T T T T FEETTETTETIn - maat =

Alternatively, click Go to Tuning, make changes to the conversion configuration, and then
click Generate Report.
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Fine-tuning Conversion
£22 FortiCONVERTER v4.5 ==
[ Go tobame ] Gorahelp | [Elesn 5] Back s 4 FdGenerateRepan |

FalicyTmming MAT Tuming Comvtriion Lag
Pa Palicy -
= ikl i HName From To SoumTe Dastnabon Senrice AChon Srci PPool l
L] 10000 oy L ooy _ol_Gosd-Os al; o Eteret A aioepd
1 06h ay any ol o, gliartes derry
A (11 Yy iy Primary_Managoement; By Al ntanel_Gabewmya,  iert; MBT. Boz. darry
3 0003 ey &y Prvasey_Manspement; A_rtrans_Galewss ANY e
4 10004 oy vy &l ol AN, Bocen
5 10005 ey E Dl _fustmeni| al; ANY; BECE
6 10006 Y &y ol Diallaa_nebweork; WEEschange-2 Bocept
700407 By L l; Ciates_fder, WET; BoCEpE
-3 8 10008 any any ol al; et aoceph =
(<>}
Firewnll Obsjeets Aekdens Groep =
o ) Address Harme WemberList Polcyftal
FOON -
™ Group L] Ferenan_Gaewsy Perevai_Galewayabel-1T2 16111, Aewan_Galewsy-glel-152 02 X0 L]
Fange 1 [erin_Gabeway e _Gobewany-gfel- 100100, 102 254. Berdin_Gatewayrgfe1-152 163,102 1 ]
- Subnet H Budspest_ Gatewsy Budapest Gatewayhme172 16 12 1; Budspest_Galewayiel192 162.12.1; W
: 5"‘:‘"" 3 Contractos_Gateway Contractor, Gatewayqfel-10.70 61 2 Contactor Gateway-ofe 1-152 168,18 54; 7
L=
o"f:"“! 4 Ciallsa_Gatewy _pamary (Dlees_Gimtewary_pvimary-hemeD- 192 002 253; Disbass_Gabeway_primary-ghe 1- 192 168130253 Dislas B
Fecutnng L Dlees_Gmteway_sscondary  Dalss_Catewsy_secondsryhmel- 152 0 2 254 Dsliss_Gatewsy_secondsry-ale 1-132 168 130 254 1]
W Service B Dialas_interalfeb Server Diallss _irtemal e Server-siul 192 168 130.12% 1
Iﬁc':;ﬂ' 7 Dislas_Risdus Disikas_Feachm-hemes0- 172 31 255 2 1
Protecd ] B _tWeb_Servers Dialias_Web_Server?: Dialas_Web_Server: 1
TCRUDE 4 105 _pansors Bevir_|DS; Dolas_|D'S: Ditaa_I0/S_schirs: Distaa_IYS_Pinll; London_IDS; Pass_EDS: Tokpo_IDS: 2
— . London_Gatmway London_(Gatewayoel- 132 168, 113.254; London_Gatewary-gfe 10,100,100 254; W
2n n Madrd Gatewsy Maded Galewar-glel-152 168.110.1; Madnd Gotewsy-ofed- 192024, 9 i
FortiConverter regenerates the report based on the new settings.
. .
Fine-tuning

After FortiConverter has translated as many of your configuration objects as possible, you
can fine-tune the result by adding objects that could not be converted or changing settings. To

fine-tune the conversion, on the Conversion Result page, click Go to Tuning.

After your fine-tuning is complete, on the Conversion Result page, click Go to Output to
access the final, converted configuration files.

Fine-tuning NAT conversion

FortiConverter divides NAT into one or more of the following categories: Source NAT,
Destination NAT, Static NAT, Object NAT, Double NAT, and NAT Rule. The source
configuration determines which categories are displayed.
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-m-- = K ®

£-% FortiCONVERTER v4.5

[ Go tobame ] Gorahelp | [Elesn 5] Back UTM-1-Cluster-P - | Fd Generate Repan [
Twrineg | HAT Tuning
e MAT SEalc NAT Hide NA
d Hedwork Object Rl Addrass Wagped Addess Comemant
o Corporstemal i 172162 /355 255 255,355 10100 75.2 Corpornte Mad Server
Datas o | mwnngsssasze | wmere | |
2 Dimlas_prandZ 10100101 200255 255 255255 [E o] MO0
Pelicy [ defait |
r Hame From To B ol Destanabin SErACE ALtion BeeNAT PPl
O 100002 ay -y ol w192 016 wip. acoent
1 10080 oy -y o Dialas_mal 1 i Bccept

FortiConverter automatically converts Juniper-ScreenOS configurations in which NAT is
configured inside a policy. You do not need to fine-tune these types of configurations.

In cases where interfaces/addresses and service match completely, FortiConverter
automatically merges NAT into the policy.

Polices with a number starting at 100000 are pure NAT policies. Merge these policies
manually. Always place them at the bottom, below all security policies.

To add a new policy
1. Right click any row in the policy table, and then click New.

2. Enterthe values for the new policy, and then click OK.

To renumber policies
1. Right click any row in the policy table, and then click ConfigPolicylndex.

2. For Set Policy Index Start With, enter the initial policy number to use, and then click
OK.

To delete a line of the configuration

Click the row’s index number to select it, then press the DELETE key.

You cannot delete an items that are referenced by a policy or group.
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Conversion

£.% FortiCONVERTER v4.5

[ Gotohome FlGe tohelp | ElEa ) Back

PelicyTmming MAT Tuming Comamion Lag

dalinh i Name Frym To Soumoe Dastination Sanice
18 10006 oy any Liandon_retwodc: o Mowed_polkay _
18 100022 -y £ Fans_network . ol Alorwsd_polkoy_
20 10002 oy ay Tokyn_netwods: o Mlorwed_pollcy_
N0z -y -y Pavn_rastrworks Besin_ret [ 3 Alowed_palcy_
2w . o o L Wek_Servers: b
B 00w -y -y o Dinllas_Viiab_Sarver. fp:
2 oS oy any Dinkes CVF- Pas_Gatrway. Bedn G b eip:
FERET "y sy o Tokeyn S Dol S Y
M e "y -y o broadcase 255255 255 A
Firawsll Olsjeets Acklinss Syt
- Address Mame - Metmask
FQON 4
Greup 41 London_Gaiway-gel-192 168100254 152 165102 264 208 % e S
Eange 82 Lorvdon Gatewayafel.10,100 103254 107001153264 208 255 68, 305
. ;hzb': o Landon_IOS 182 16810045 208 %5 208, 305
i & [Fenp— 1921620020 245308 350
e Y Tt
Recumming 2 Macid_Gatewsy-gle0-192162.110,1 1921881100 208 45 268, 305
2 i) Service 47 Madid Gateweygfe3 192024 192024 365398 255,385
;":;“ 48 NY_Galsway-sk1-190.51 102 10.51.1003 268 295 268 365
Frotocal 4 NY_Gabewayeb152 1621601 192 168.900.1 295 355 265,365
TERUDP = Moy 192 14210018 265 265 265,265
e 1. 51 Poia_Gatewayiel-192 168,107 11 192162101 11 295 255 255,395
52 Preia GintmereolnltX00 113954 AL A1 254 55 245 08 J6E

Finding references to objects

0O x

| EdGenarateRspon

Action Srch #Fool
moept F
Bccept 0 i
moept r
sccept
secept
sccept
secet
secept
dorry -
-
Policyfet
W0
L]
]
i
T R
2
S |
9
)
o

The PolicyRef. column displays the number of polices that reference that firewall object.

Click the PolicyRef. column for the Address Subnet entry to display the specific policies in

the Policy table above.

You cannot delete objects that are referenced by any other part of the configuration.

Filtering rows to display only matching data

You can filter every column that has the [filter mark] by a given option or custom expression.

FortiConverter™ 4.5
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FolicyTuming | NAT Tuning Cenversion Log
Policy Policy
default
au y NamOme To Source De
v 0 10023 any any word_intemal_networks;  Word_Ck
1 10026 any any Dallas_CVP: Word_Ch
2 10033 any any word_intemal_networks;
3 10034 any any word_intemal_networlks:
4 10037 any any word_intemal_networlks;
3 10043 any any word_intemal_networkes;  Word_CF
6 10045 any any world_intemal_networks;
7 10050 any any word_intemal_networks;
""""" g 10053 any ary world_irtemal_networks;

Reordering rows

To reorder rows, drag them into the new position.
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Alcatel-Lucent differences Understanding your new configuration

Understanding your new
configuration

To help you understand your new configuration, review the differences between FortiGate
and FortiManager and your previous firewall.

Alcatel-Lucent differences

Conversion support

FortiConverter supports the conversion of the following Alcatel-Lucent Brick features:
« Interfaces
« Host Groups
« Service Groups
o Zone Brick Rulesets
Fortinet plans to support for the following Lucent features in a future FortiConverter release:
o« NAT
o Schedule
« VPN

« Hosts Behind Zone

Address and address group configuration
« Lucent host addresses are mapped to FortiGate addresses.
« Lucent host groups are mapped to FortiGate address groups.

« Virtual Brick Addresses (VBA) are not supported.

Interface configuration
« FortiConverter assigns default VLAN configuration directly to physical interfaces.

o FortiConverter considers all VLANS named “*” or “Port Default”to be the default VALN
configuration.

« Domain Addresses are not supported.
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Service and Service Group configuration
« Lucent Service Groups are mapped to FortiGate Service Groups.

« Lucent service “” maps to FortiGate service “any”.

Policy configuration

Lucent Brick Zone Rulesets operate at the zone level, which has no direct equivalent in
FortiGate. Zone rulesets need to be translated into equivalent FortiGate policies.

Lucent Brick FortiGate

Partition1 [ Partition2 vdom1l } vdom?2

Rulesets Policies

FortiConverter translates Lucent Brick rules by separating traffic into two categories: inter-
partition and intra-partition.

« Inter-partition traffic behaves like inter-VDOM traffic, and is simple to convert to
FortiGate policies.

« Intra-partition traffic is more complicated to convert because multiple zone rules can
be applied.

FortiConverter handles the inter-partition traffic by creating a general policy for each rule.

FortiConverter handles the intra-partition traffic by looking for all matches between two zone
rulesets. FortiConverter looks at 3 fields: source, destination, and service. All 3 fields must
overlap for the rules to match. FortiConverter creates a policy for each match using the
intersection of each field.

The action of the rules determines the action of the converted policy, as shown in the
following table:

(Ruet ___________JRue2 __________[Polcy |

Pass Pass Accept

Pass Drop Deny
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Ruet __________JRue2 __________[Polcy |

Drop Pass Deny

Drop Drop Deny
Inter-partition Deny policies have higher priority than intra-partition policies, while inter-
partition Accept policies have lower priority than intra-partition policies.

Lucent default rulesets “firewall” and “administrativezone” are currently unsupported.

VDOM configuration
o Lucent partitions map to FortiGate VDOMs.

« VDOM names are limited to 11 characters. FortiConverter truncates longer names to
11 characters.

o Lucent partition “*Default” maps to the FortiGate root VDOM.

Example conversion

The following block diagram and tables illustrates a Lucent configuration with 2 partitions and
3 zones.

lab-hosts office-hosts

Zone eth0 Ruleset

[Rule Num | Direction | Source | Destination [ Servics [ Action |

1000 Out 192.168.1.15  172.30.10.1/24 * Drop

1001 Both 192.168.1.0/24 172.30.10.1/24 * Pass

Zone eth1 Ruleset

| Rule Num | Direction | Source [ Destination | Service___[Action |

1000 In * 172.30.10.5 - TCP Pass
172.30.10.20
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Zone eth1 Ruleset

[Rule Num | Direction | Source | Destination | Servics [ Acton |

1001 Both 192.168.1.132 172.30.10.9 * Pass

Zone eth2 Ruleset
TR el ST e S

1000 Both 10.10.15.0/24 HTTP Pass

This Lucent configuration creates the following FortiGate configuration. Inter-partition rules
areinbold.

office-hosts

lab-hosts

ethO ethl eth2

RolievaniSielinieiy B sslntor Destination | Service | Action
Num face face

10000 eth0 192.168.1.15 172.30.10.1/24 * Deny
10001 eth0 eth1 192.168.1.0/24 172.30.10.5- TCP Accept
172.30.10.20

10002 eth0 eth1 192.168.1.132 172.30.10.9 * Accept
10003 eth0 any 192.168.1.0/24 172.30.10.1/24 * Accept
10004 any eth0 192.168.1.0/24 172.30.10.1/24 * Accept
10005 eth1 eth0 192.168.1.132 172.30.10.9 * Accept
10006 eth1 any 192.168.1.132 172.30.10.9 * Accept
10007 any eth1 192.168.1.132 172.30.10.9 * Accept
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VDOM office-hosts Policies

FOLE) DR Destination | Service | Action
Num face

10000 any eth2 10.10.15.0/24 HTTP Accept

10001 eth2 any 10.10.15.0/24 any TCP Accept

Check Point differences

General

o FortiGate’'s set allowaccess command forinterfaces does not exist on Check
Point. Because FortiGate requires this setting, FortiConverter by default enables all
services for interfaces.

« Theinterface "Lead to Internet" is a default static route on FortiGate.

Schedule configuration

FortiConverter converts "Day in month" time schedules to FortiGate one-time schedules. It
converts "Day in week" and "None" schedules to recurring schedules.

You assign a year range for the "Day in month" schedule. If the specified day does not exist
for a certain month, FortiConverter does not generate the one-time schedule for that month.

For example, the Check Point firewall’s "Day in month" time schedule has the following
parameters for each year:

Month: Jan/March/Sept.
Day: 1, 5, 31
Start and end time: 0:00 to 10:00

If youselect 1 forConvert'Day in Month'to 'One Time Schedule' for next x years in
the FortiConverter conversion wizard and the current year value for the PC running
FortiConverter is 2013, the wizard generates the following output for FortiGate one-time

schedules:

From 0:00 Jan/1/2013 To 10:00 Jan/1/2013

From 0:00 Jan/5/2013 To 10:00 Jan/5/2013

From 0:00 Jan/31/2013 To 10:00 Jan/31/2013
From 0:00 Match/1/2013 To 10:00 Match/1/2013
From 0:00 Match/5/2013 To 10:00 Match/5/2013
From 0:00 Match/31/2013 To 10:00 Match/31/2013
From 0:00 Sept./1/2013 To 10:00 Sept./1/2013
From 0:00 Sept./5/2013 To 10:00 Sept./5/2013
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Notice that FortiConverter does not generate a Sept. 31 schedule.

NAT and policy configuration

o In Check Point, static NAT for Check Point is a 1-to-1 IP relationship. In the FortiGate
NAT policy found in the converted configuration, source NAT with an IP pool is not a 1-
to-1 relationship.

« FortiConverter converts rule actions with "Client Auth" to FortiGate user-identity
policies with the “Accept” action.

VPN configuration

o Check Point does not configure VPN within a firewall rule. When FortiConverter
converts the configuration to FortiGate, it generates several VPN policies from non-
"Lead to Internet" interfaces to the "Lead to Internet" (default route) interface.

« After FortiConverter converts the VPN configuration, the VPN policy's destination
interface refers to the "Lead to Internet" interface.

If you changed the default route's egress interface, you may need to update the
VPN/Policy configuration manually.

Cisco 10S, PIX or ASA differences

o FortiGate’s set allowaccess command forinterfaces does not exist on Cisco
firewalls. Because FortiGate requires this setting, FortiConverter by default enables all
services for interfaces.

o Cisco object-group objects have two types of service definitions. Because
FortiGate services have both a source and destination port, FortiConverter can only
convert service-object items into FortiGate services. By default, it does not
convert the other type of service object, defined by port- object. FortiConverter
generates FortiGate service objects from a Cisco ACL's protocol and
source/destination port.

o OnCiscolPSec VPNs, Phase 1 (ISAKMP) supports more than two types of
authentication methods. FortiGate supports only two types: pre-share and rsa-
sig. Therefore,you must assign methods for each VPN connection. The wizard
converts Cisco EZVPN configuration to FortiGate VPN policies from the “Intranet”
interface to the interface which was assigned by the crypto map interface
command.

« FortiConverter does not support the following Cisco configuration elements:
o ASA objects for NAT and double NAT
o Wild card netmasks for access-1ist and object- group oObjects

« EZVPN conversion
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For example, FortiConverter does not support crypto ipsec profile
<profile-name> and crypto isakmp profile <profile-name> .

Juniper ScreenOS or JunOS differences

« FortiConverter recognizes interface names starting with "vlan" as logical interfaces.

Palo Alto Networks OS (PAN-OS) differences

Conversion support

FortiConverter does not support the following features
o VPN
» |Pv6 address ranges
« |Pv6 address subnets (will be supported in a future release)

« UTM

Configuration notes

« PAN-OS handles NAT and firewall policies with two separate modules, while FortiGate
handles NAT within its policy module. FortiConverter makes a best effort attempt to
map NAT rules onto each policy during the conversion, but you should review the
results for accuracy.

« FortiConverter converts PAN-OS weekly schedules to FortiGate weekday schedules
that are stored in a schedule group.

SonicWALL differences

Special characters

FortiGate reserves ‘# (hash sign), ‘(’, and )’ (open and close curved brackets) as special
characters. You cannot use them in the configuration unless an escape sequence precedes
them. FortiConverter replaces these characters with the characters: * (star), ‘[' and ‘]’ (open
and close square brackets).

Examples:
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o The address book “SNWL #1” becomes “SNWL *1”.

o The service book "Citrix TCP (Session Reliability)” becomes "Citrix TCP [Session
Reliability]".

Address book configuration

o On FortiGate address objects do not support MAC addresses. Therefore, the wizard
does not migrate SonicWall MAC addresses.

« FortiConverter generates two extra address book entries: “Any” and “_Address_Null”.
« “Any”is added because it is a default address book in SonicWall.

« FortiConverter generates “_Address_Null” because FortiGate address groups do
not allow a group without any members. Only empty address groups can referto “_
Address_Null”.

Service book configuration

« FortiConverter does note migrate SonicWall service objects that are predefined on
FortiGate. For example, HTTP port 80 and HTTPS port 443.

Schedule configuration

« A SonicWall schedule group can contain only one “one-time” schedule and multiple
“recur” schedules. The “one-time” schedule is an implicit object that you can embed in
the schedule group. Because FortiGate defines each schedule group explicity,
FortiConverter automatically generates “one-time” schedules for the SonicWall implicit
schedules.

« FortiGate time schedule configuration does not support “24:00” (equal to the next day’s
00:00). It uses "00:00" instead. When FortiConverter converts a SonicWall "recur" time
schedule such as “M 00:00 to 24:007, it sets the end time to “00:00".

Local User and User Group

« Because FortiConverter cannot parse the local user's password string, it sets all
passwords to “123456”.

« Unlike FortiConverter, SonicWall allows you to nest user groups. For example, in
SonicWall, usergroup1 can be a member of usergroup1. FortiConverter removes any
nested configurations.

Route configuration

« FortiConverter does not convert the VPN configuration, including a Tunnel
Interface VPN (route-based VPN).

« FortiConverter does not convert automatically generated routes like connected
route and host route.

44 Revision 1 Fortinet Inc.



SonicWALL differences Understanding your new configuration

NAT configuration

Because FortiGate configures NAT rules within a policy module, FortiConverter generates
one policy entry for each SonicWall NAT rule. If the NAT status is enabled, then
FortiConverter also sets the policy status to enabled. Numbering for NAT-generated policies
ID starts at 10001. Normal policy rules start at 0.

For source NAT, FortiConverter creates a new IP pool object for the FortiGate policy’s source
address.

For example, the SonicWall configuration has the following NAT policy:

Translated| Original Translated | Original Tranlated
Original source

source Destination | Destination | Service Service
All Interface IP X21P Original Original

To convert this configuration to a FortiGate configuration, FortiConverter create a new |P pool
object “ippool_X2 IP”. It uses the prefix “ippool_” for each auto-generated IP pool object.

For destination NAT, FortiConverter creates a new VIP object for the FortiGate policy’s
destination address.

For example, the SonicWall configuration has the following destination NAT rule:

Original Translated | Original des-| Translated | Original ser{ Translated
source source tination destination | vice service

LAN Subnets  Original WoW Static X0 IP SSLVPN Original
IP

To convert this configuration to a FortiGate configuration, FortiConverter creates a new IP
pool object “vip_XO0 IP”. It uses the prefix “vip_” for each auto-generated VIP object.

If the destination NAT only translates the port number, then the translated destination
address is the same as the original and the new VIP object refers to the translated service
object’s name.

FortiConverter cannot convert some SonicWall destination NAT rules. FortiGate VIP objects
require strict 1-to-1 mapping between the original IP/port and the translated |P/port.
SonicWall NAT rules do not have this limitation.

For example, the following SonicWall destination NAT rule has a 1-to-many mapping:

Original Translated | Original des-| Translated | Original ser{ Translated
source source tination destination | vice service

test 1112 grp test 11 _gw test 12 gw test 1211_  Echo Original
arp

This rule translates the destination address “test_12_gw” to an address group “test_1211_
grp”. Because FortiGateVIPs cannot implement this conversion, FortiConverter ingores this
rule.
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The following SonicWall destination NAT has a many-to-many mapping:

OrgSrc [ TranSrc__[OrgDest | TranDest | Org Serv_|Tran Serv |

test_11_gw test_12 gw test_1112_  test_1211_ Echo Original
grp grp

This rule translates the destination address group “test_1112_grp” to another address group
‘test_1211_grp”. If the address groups have a different number of addresses, the FortiGate
VIP object cannot implement the destination NAT correctly and FortiConverter ignores this
rule.
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